


Y

iN VENTURE
et gt
GROWTH & SECURITIES LT,

.

Corporate & Regd office; Viraj Tower, 20¢ Floor, Near Landmark, Western Express Highway, Andheri (E), Mumbai - 400069, India
Tel : +91-22-39548500 / 40751515. Fax : +91-22-40751535. Websight : www.inventuregtowth.com.
investorgrievancies@inventuregrowth.com grievances_igsl109017@inventuregrowth.com

19.2.2 TESTING OF THE BACKED-UP DATA:

The integrity of the data is tested at the time of backing-up by enabling the integrity check
function. The data stored on the back-up server is tested on a periodic basis at the time of mock
trading.

19.2.3 CARTRIDGE CHANGE FREQUENCY:

The cartridges should be changed every 12 months compulsorily and old cartridges should be
stored in safe custody.

19.2.4 ASSET REGISTER:

The following registers should be maintained and signatures of the responsible persons shouid be
taken with date and time stamp:

+INWARD/OUTWARD REGISTER

Date and | Name of the | Name of the | Handover Sender’s Receiver’s
Time person receiver time Signature Signature
responsible )

+BACK-UP REGISTER

Date and | Name of the | Directories Signature
Time person Backed-up
responsible

+ REGISTER FOR DATA TESTING

Date | Name of | Functionality | Remarks/Observations | Signature
and the person .
Time | responsible

19.3 AUDIT TRAIL POLICY

Audit trails maintain a record of all actions on resources by individuals and computing programs
and processes. The following are the components of the audit trail policy:

A regular back up of the audit log files should be taken to fix the accountability for usage of
resources on individuals, enable reconstruction of events, intrusion detection and enable analysis
of problems and failed events.

Audit trails should be reviewed on a regular basis and corrective action should be taken based on
audit trail information.

A proper register should be maintained for the back up of the audit trail and the person
responsible should put his initials on it.

19.4 APPLICATION SOFTWARE POLICY

The updates, releases or patches to the applications and operating system should be scanned on a
stand alone machine.

A specific procedure should be followed for the updates, releases or patches and they shoutd be
obtained from authentic sources.
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An authorized person should download them using his authentication and the older version
should be saved before updating the application.

19.5 PASSWORD POLICY:

¢ Passwords are the first line of defense in the protection of information assets. They are the most
common among the access control techniques and they provide first level authorization to the
users. An up to date list of valid users should be maintained in the system and no duplicates
should be allowed.

¢ Guidelines should be set for passwords used to access user accounts, email accounts, servers,
databases and voice-mail. The employees should follow the guidelines very strictly and should
ensure that they do comprise on the security standards set in the guidelines.

¢Individual users are responsible for any activities undertaken in their individual account. Hence
the employees should never share their passwords. Repeated use of passwords without changes
should be avoided as it results in passwords being easily guessed.

¢The user should not reveal the password to anyone else and the password should not be written
down.

¢On creation of a new user, the security administrator allots the first password. A change of
password should be forced on first log on.

¢ Users should change their passwords in 30 days else the account should be locked. For highly
privileged accounts and trading servers the password should be changed in 15 days.

¢ Passwords should be alpha numeric and preferably should contain a special character. The
strength of the password should be maintained. %

¢ Number of wrong login tries should be restricted to three, after which the system should lock out
the 1D with further activation based on security administrator involvement.

¢ Passwords should be stored and transmitted through encryption and should not be stored at
unprotected locations.

¢In the event of long inactivity of terminals, the terminals should lock out the user screen and
require the user to log in again.

19.6 NETWORK SECURITY POLICY:

+An important objective of logical access controls or techniques in network security is to prevent
threats to the integrity and confidentiality of data transmitted through the networks. The following
are the policies framed in this regard:

¢Terminals in the form of work stations or devices and peripherals connected on a network
should be accessed only by the authorized personnel.

-

¢ Proper access control mechanisms and procedures should be in place to restrict the access
through terminals to authorized personnel only.
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¢In a networked computing environment, the user is often required to access the systems from
remote locations or through communication lines. Login In ID and Password should be used as a
first level authorization. Depending on the criticality of the [S resource two-factor authorizations
should be used.

19.6.1 Firewalls:

Organizational networks have one or many logical gates through which data in transit leaves and
enters the organizational networks. Such network access connects the secure organizational
networks to unsecured external networks. Firewalls are software devices which function as logical
security guards frisking every packet that enters/leaves the secure organizational networks. The
following are the policies framed in this regard:

All the traffic from inside to outside and from outside to inside shall pass only through the
firewall. There should be no alternate route possible for the network traffic.

The organizational security policy shall determine what traffic must be permitted to pass through
the firewall.

Controls with regards to the firewalls are classified in the following groups:

19.6.2 Physical Security Controls:
Machines in various locations including servers, firewalls, nodes and communicating devices have
to be physically secured.

19.6.3 Operating System Security:

A Firewall must run a secure and tamper-proof OS. The network administrator shall ensure that
patches with regards to the OS are up to date. .
Change Control Procedures: The network administrator should ensure that the patching process
is complete. Whenever there is any change in the access rules it must be properly authorized and
managed. If the privileges of the users are changed it must be properly authorized and managed.

19.6.4 Verification of documents:
The documents with regards to the network diagram configuration have to be thoroughly
examined for vulnerabilities.

19.6.5 Examination of log:

Firewalls provide facility for logging every transaction that passes through it. These logs have to be
examined at regular intervals by technical experts. 1t is essential to ensure that the log files are
not tampered with.
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